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Introduction

In today’s digital world, privacy is under constant threat. From cybercriminals running extortion
campaigns, to data brokers silently collecting and reselling personal information, to everyday
risks like oversharing on social media, the ways in which our digital footprints can be exploited
are growing every day.

Many people believe that they're safe because platforms like Facebook, Instagram, or
WhatsApp automatically strip metadata from photos. While this is partly true, it's a dangerous
misconception. Metadata isn’t the only risk. Photos can still reveal sensitive details like
locations, routines, or even unique objects in the background that link back to your real identity.
In fact, attackers often combine small leaks such as a photo timestamp, a username reuse, or a
casual post about your workplace into a complete profile that can be used for phishing,
extortion, or harassment.

This guide is designed to help you understand where leaks can come from and what practical
steps you can take to minimize them. You don’t have to follow every single step, but by gaining
a clear understanding of how data is exposed, you'll be better equipped to make smarter
choices about what you post and share online. Even small adjustments can make a big
difference in reducing your risk.

To make this guide useful for everyone, it is divided with three reader groups in mind:

1. The Privacy Nerds: You want to know everything down to the command line. This guide
gives you the full technical breakdown, tools, and verification methods.

2. The Busy but Tech-Savvy: You understand technology but don’t have time for deep
dives. We provide a no BS set of actionable steps you can apply quickly to strengthen
your privacy.

3. The Everyday User: You're not very technical but you still want to stay safe. This guide
gives you simple, clear tips to protect yourself from common mistakes and online traps.

No matter which group you belong to, the core idea is simple: you can’t control everything, but
you can control what you share and how you share it. With a bit of awareness and some
practical habits, you can make yourself a much harder target for attackers.



We discuss the topics in detail first along with all the commands/methodologies required to
make yourself secure. After we conclude with the individuals,this guide includes a quick
checklist of essential steps you can follow right away, along with a “Do Not Do” list that
highlights the most common mistakes to avoid. You'll also find ready-to-use templates and
naming conventions to help you handle ad-hoc situations and stay safe online. For fast
reference, there’s a one-page cheat sheet with the most important tools and commands, so
you don’t have to dig through the full guide each time.

Finally, the document provides practical small exercises that let you practice and become
familiar with these methods, turning theory into hands-on experience.

P.S. This is a work-in-progress. We will continue releasing updated versions based on
community-feedback and research. For any suggestions, write to us at ferhone@proton.me




Disclaimer

This guide is created solely for educational and defensive purposes. Its aim is to help individuals
protect their personal privacy, secure sensitive information, and practice safe digital hygiene in
an increasingly data-driven world.

We do not endorse, encourage, or support any illegal activity, including but not limited to
cybercrime, harassment, stalking, or evasion of lawful authorities. All techniques, tools, and
recommendations described here are intended only for lawful personal use - such as
safeguarding your online presence, preventing unwanted data leaks, and reducing risks from
trackers, advertisers, or casual snoopers.

By using this information, you agree that you are responsible for your own actions. The authors
of this guide cannot be held liable for any misuse or unlawful application of the material
presented.

If you require anonymity or privacy for activities that could be illegal in your jurisdiction, you
should not use this guide for that purpose. Always comply with the laws and regulations of your
country.

We do not claim this guide to be flawless, as no system can ever be completely secure. Our
goal is to share practical steps that can help you strengthen your online privacy and security. If
you have suggestions for improvements or ideas for additional content, feel free to reach out to
us at ferhone@proton.me



Overview

This document is organized in a very specific manner that aims to help the readers navigate
easily and target the topics they want to traverse.

The basic overview and flow for different topics will be as follows:

Image metadata (EXIF/IPTC) - Risk: Low—Medium. Attacker: casual scraper —
targeted stalker. Can leak GPS, device, timestamps.

Embedded thumbnails / live photos / HEIC quirks - Risk: Medium. Thumbnails often
keep metadata. Attacker: scraping tools that index thumbnails.

Browser fingerprinting - Risk: Medium—High. Attacker: trackers, advertising networks,
or targeted stalkers who correlate fingerprints across sites.

Network leaks (DNS/WebRTC/IPv6) - Risk: High for IP-based deanonymization.
Attacker: ISP, corporate networks, adversary observing traffic.

Documents (PDF/Office) - Risk: Medium—High. Hidden metadata, revision history,
embedded objects can leak identity.

Smartphone sync/backups - Risk: High. Cloud backups (iCloud/Google) can re-link
content to accounts.

For each topic explanations will be provided in the following order:

Basic Introduction — Risk — Explanation — Immediate / Short-term / Long-term steps —
Verification — Notes
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Important Terms

e Casual Snooper - Low Risk: marketers, opportunistic social-media scrapers. Assets:
public photos, email, basic identity. Tradeoff: keep most convenience, use browser
privacy tools.

e Corporate data-broker - Medium Risk: cross-site profiling, ad networks. Assets: browsing
history, email, purchases, usernames. Tradeoff: some convenience lost(separate
profiles, privacy-first accounts).

e Targeted Stalker/ex - High Risk: someone deliberately correlating you across services.
Assets: location, contacts, photos, social graph. Tradeoff: significant inconvenience(new
accounts, OPSEC).

e Nation-state - Very High Risk: powerful network/correlation resources. Assets:
everything. Tradeoff: near-total lock-down; technical & legal limits.



Images & Media - EXIF, Thumbnails, HEIC, Re-rendering

Basic Introduction

When you take a photo with a phone or camera, the image isn’t just “pixels.” It usually contains
hidden information called metadata.

e EXIF metadata (Exchangeable Image File Format) can include:

GPS location (where the photo was taken)
Camera model & lens details

Date & time (sometimes down to the second)
Software (e.g., editing apps used)

o O O O

e HEIC files (used on iPhones) and Live Photos can store even more:

o Motion frames (short video clips)
o Thumbnails (tiny preview images)
o Metadata that persists even if the main image looks “clean”

This means a “casual snooper” (friend, colleague, or random internet user) could learn extra
details if you share the photo. A targeted attacker/stalker could use GPS data to track your
location or reconstruct your habits.

exiftool - a powerful tool for reading/writing metadata

Risk: Medium (casual snooper) — High (targeted stalker).

Why: JPEG/HEIC store GPS, camera model, timestamps, and software. Social platforms often
re-encode but thumbnails or upload APIs may leak metadata. Live photos & HEIC can include
motion frames and thumbnails.

Tips

e To use exiftool in windows, head over to the official exiftool website, locate the download
option for the zip file and extract the contents to a separate folder.

e Once extracted, make sure the image you want to inspect or clean is in the same folder
as exiftool(-k).exe and exiftool_files.

e To run the exiftool via powershell, use Shift + Right Click, and select Open Powershell
Window Here.



e Once you have that, to simply scan the image for metadata, use, .\exiftool.exe

Nile_name
e To erase important metadata, run \exiftool.exe -all= \\file_name

Immediate Steps (next 30 minutes)
e View EXIF:

o Linux/macOS/WSL:
exiftool -G -a -s photo.jpg
Shows grouped metadata tags (GPS, camera model, software).
o Windows (PowerShell, with exiftool.exe in PATH):
.\exiftool.exe -G -a -s photo.jpg

e Remove all metadata (quick):

o Linux/macOS:

exiftool -all= photo.jpg

Note: exiftool saves a backup photo. jpg_original by default.
o Windows PowerShell:

.\exiftool.exe -all= photo.jpg

e Alternative re-render (strips most metadata):

o ImageMagick (Linux/'macOS/Windows with magick):
magick input.jpg -strip -quality 85 output_stripped.jpg
Re-encodes and removes many tags; reduces embedded thumbnails.

Note - exiftool by default renames the file.jpg to file.jpg_original and creates a new file.jpg that
has its metadata removed. To see the old file with the metadata, simply rename file.jpg_original

to file1.jpg

Short-term (days)

For smartphone photos, use a trusted desktop to sanitize (mobile apps vary in reliability).
If sharing single-sensitive images, take a screenshot or re-photograph the image
displayed on screen and then re-save (this removes original metadata and thumbnails).
Risk: minor quality loss but high metadata removal.

e For HEIC on iPhone: export via Files — Convert to JPEG or use macOS Preview
“Export” to JPEG and strip metadata.

Long-term (weeks / ongoing)



e Establish workflow: original photos stored offline + encrypted, share only sanitized
derivates. Use exiftool in scripts to automate stripping.

e Consider camera settings: turn off location tagging in your phone/camera. Keep originals
encrypted and offline.

Verification

e After sanitization:
exiftool -G -a -s output_stripped.jpg — should only show file name/size;
no GPS or camera tags.

e Also reverse-image-search sanitized image (Google Images or TinEye) to see what
existing copies exist.

Notes

e exiftool -all=is strong but keep the original backup until you verify. Some
embedded thumbnails in complex formats may survive, re-rendering/checking is crucial.



Documents & Files (PDFs, Office)

Basic Introduction

When you create or share a document (Word, PDF, etc.), the file usually contains more than
just the visible text. Hidden metadata can include:

Author name (often your system username or Office profile)
Organization (company or university name)

Creation/modification dates

Software & version info (e.g., “Microsoft Word 16.0” or “Adobe InDesign”)
Comments, revisions, and tracked changes (if not fully removed)
Embedded files/attachments inside PDFs

Depending on the content, this can range from medium risk (a casual recipient sees your real
name) to high risk (a publisher, data broker, or targeted attacker uses metadata to link you to
other documents).

Why This Matters

Unlike images, documents are designed for collaboration and tracking — meaning they
carry a lot of background info. If you're sending a résumé, legal doc, or report, the recipient may
see who authored it, when it was edited, and which software was used.

Attackers or stalkers can use this to:

e Connect multiple files to the same author.
e Profile your work environment (organization, software versions).
e Extract hidden attachments or edits.

This is why sanitization (metadata stripping + flattening) is important before sharing sensitive
files.

Risk: Medium—High depending on document content and author metadata. Attacker:
recipients, publishers, data brokers.

Immediate

e Quick sanitize by printing to PDF: Open document — Print — choose “Microsoft Print to
PDF” or macOS Export as PDF. This removes many interactive objects and some
metadata.

e Check metadata in PDF: exiftool -G -a -s document.pdf
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e Remove metadata (PDF with exiftool):
exiftool -all= document.pdf
Warning: This may break some PDFs. Backup first.

Note: Even after you save the document by using Print — choose “Microsoft Print to PDF”, it will
still retain the author which might contain your name or the organization’s name(usually the
name of the PC) and the producer such as Microsoft Print to PDF. To clean this, use exiftool to
remove this metadata.

Short-term

e Use gpdf to linearize/inspect objects:
o Inspect: gpdf --show-object=all document.pdf (advanced).
e For Office documents (docx): create a fresh copy via File — Save As — PDF or use

Inspect Document in MS Word (File — Info — Check for Issues — Inspect Document)
and remove personal info.

Long-term

e Use a hardened export workflow: author offline, export flattened PDF (rasterize pages if
necessary), then run a metadata stripper. For highly sensitive docs, rasterize pages to
images and create a new PDF from those images.

In simple words:

Author offline to avoid apps phoning home.
Export as a flattened PDF so layers, comments, and editable objects are merged into a
fixed layout.

e Rasterize pages if needed (convert them to images) to eliminate extractable text or
vectors.

e Strip metadata (e.g., with exiftool) to remove author, software, timestamps, and IDs.
For highly sensitive documents, convert each page to an image and rebuild the PDF,
essentially a “photocopy” with no hidden content, though larger and non-searchable.

Verification
e exiftool -G -a -s sanitized_document.pdf — confirm absence of author,

producer, or software tags.
e Open PDF in a reader and check for hidden attachments or embedded files.
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Browser Fingerprinting & Tracking

Basic Introduction

Even if you block cookies or clear your browsing history, websites can still track you using
fingerprinting. This means collecting details about your device and browser setup, then
combining them to create a nearly unique digital fingerprint.

Some common fingerprint surfaces include:

User agent (browser & OS version string)

Screen resolution & color depth

Installed fonts

System timezone & language

Canvas/WebGL rendering quirks (tiny graphics differences unique to your GPU/driver)
Audio processing characteristics (subtle sound output variations)

Installed plugins/extensions

Device memory and hardware details

Each piece alone isn’t unique - but when combined, they often form a distinctive ID that trackers
and ad networks can use to recognize you across sessions and websites.

Why This Matters

Risk varies:

e Medium risk — Ad networks or analytics companies build behavioral profiles.
e High risk — Targeted surveillance (e.g., correlation of browsing habits across accounts
or identities).

Unlike cookies, you can’t just “clear” your fingerprint as it’s tied to your system setup. That’s
why countermeasures focus on reducing uniqueness and separating identities.

Risk: Medium—High. Attacker: ad networks, trackers, targeted correlation.

Explanation

Fingerprint surfaces: user agent, screen size, fonts, timezone, canvas/WebGL, audio, installed
plugins, device memory. Combined, they can form a unique ID.

Immediate

e Install a hardened browser profile for sensitive browsing: Tor Browser for high
anonymity, Firefox for adjustable settings.
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e Disable unnecessary plugins and extensions in the sensitive profile. Use separate
profiles for identity separation.

Short-term

e Harden Firefox:
o Inabout:configsetprivacy.resistFingerprinting = true (Tor
Browser has this set).
o Use uBlock Origin and Privacy Badger.

Tip: To set privacy.resistFingerprinting, type about:config in the address bar, accept the risk of
modifying parameters, search for privacy.resistFingerprinting. Setting it to true might break
some sites, but it will protect you.

e Use container extensions (Firefox Multi-Account Containers) to separate logins and
sites.

Long-term

e Use Tor Browser for tasks requiring anonymity (note: slower, some websites block it).
Use a standard browser for day-to-day use with privacy extensions.

e Consider using a dedicated, minimal browser profile on a separate OS user account or
VM.

Verification

e Visit AmIUnique.org, Panopticlick (EFF), and browserleaks.com to see fingerprint
entropy and identify high-entropy attributes. Do this before and after hardening.

To simplify things for you, follow the below steps:
To check how well your browser resists fingerprinting:

1. Baseline test (before hardening)

Open your browser as-is.
Visit AmlUnique.org, Panopticlick/EFF Cover Your Tracks, and
BrowserlLeaks.com.

o Save or screenshot the results so you can compare later.

2. Apply hardening

o In Firefox, set about:config -~ privacy.reststFingerprinting = true.
o Optionally disable extra APIs or use privacy extensions to limit leaks.
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3. Re-test (after hardening)
o Go back to the same sites and run the tests again.
o Compare results: unique attributes (like screen size, timezone, fonts, GPU info)
should now look more generic or be rounded.
4. Interpretation
o “High entropy” attributes are those that make your fingerprint rare.

o The goal of hardening is to reduce these so you blend in with many other users,
similar to Tor Browser’s baseline.

Notes

e Anti-fingerprint measures reduce uniqueness but can appear as abnormal and
sometimes worsen certain fingerprint tests. Tor Browser is the safest, balanced option.
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Network-Level Privacy (VPN, Tor, SOCKS)

Basic Introduction

Every time you connect to the internet, your device exposes an IP address. This IP reveals:

e Your approximate location (city-level, sometimes neighborhood-level).
e Your ISP (Internet Service Provider).
e A unique identifier that websites, trackers, and network observers can log.

This makes your IP one of the highest-risk identifiers:

ISP or network admin can log your activity.

Websites can link visits to the same IP.

Targeted observers (corporate surveillance, stalkers, governments) can track or
correlate sessions.

Why This Matters

Unlike cookies or browser fingerprints, your IP is always attached to your connection. If
exposed, it can directly link activities back to your real-world location.

e Risk is high: a single leak may reveal who/where you are.
e Protecting IP/location is critical for anonymity and privacy.

Risk: High for IP/location. Attacker: ISP, network admin, targeted observers.

Explanation

e VPN: encrypts from you — VPN provider; provider can see destination if not using split
tunneling. Choose no-logs + favorable jurisdiction.
SOCKS proxy: app-level routing; requires configuration.
Tor: multi-hop, strong anonymity for browsing but doesn't protect non-Tor apps.

Immediate

Use Tor Browser for anonymity-critical browsing.

If using a VPN, pick a reputable paid provider with audited/no-logs claims.

Prevent leaks: disable WebRTC (browser settings or extensions), disable IPv6 or ensure
VPN supports IPv6, configure DNS to use VPN’s DNS or encrypted DNS (DoH/DoT).

e Test for leaks: visit ipleak.net and dnsleaktest.com (look for unexpected IPs or
ISP names).

Below is an in-depth tutorial on how you can actually perform these steps in different browsers
and operating systems to prevent and test for IP leaks.
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1. Prevent leaks

A. Disable WebRTC
WebRTC can reveal your real IP even if you use a VPN.
In browsers:

o Firefox:
o Goto about:config.
o Search for media.peerconnection.enabled.
o Double-click to set it to false.

e Chrome / Edge:
o No native toggle; you need an extension like:

m WebRTC Network Limiter.
m  Or uBlock Origin (has a WebRTC block option in settings).

Test: Visit BrowserLeaks WebRTC test to confirm.

B. Disable IPv6 or ensure VPN supports IPv6
IPv6 can leak your real IP even when VPN is active.
e Disable IPv6 on your OS:
o Windows:
m Go to Control Panel — Network and Internet — Network Connections.

m Right-click your active connection — Properties.
m Uncheck Internet Protocol Version 6 (TCP/IPv6) — OK.

o macOS:
m System Preferences — Network.
m Select your connection — Advanced — TCP/IP tab.
m Set “Configure IPv6” to Link-local only or Off (if possible).

o Linux:

m Depends on distro, but often editing /etc/sysctl.conf or using
sysctl commands disables IPv6.
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e Better option: Many VPNs have a “Disable IPv6” option inside settings — easier and
safer.

C. Configure DNS to use VPN’s DNS or encrypted DNS

If your DNS requests go to your ISP instead of VPN’s DNS, your ISP can still see what sites you
visit.

e InVPN:
o Most quality VPNs automatically route DNS through their servers.
o Check settings for a “DNS Leak Protection” toggle and enable it.

e Manually:
o Change DNS in OS to encrypted DNS or your VPN’s DNS.
o Common encrypted DNS providers:
m Cloudflare: 1.1.1.1/1.0.0.1 (DoH/DoT).
m Google: 8.8.8.8/8.84.4.
= Quad9: 9.9.9.9.
o On Windows/Mac/Linux: you can change DNS in network settings — advanced.

2. Test for leaks

After applying changes, check that your IP/DNS is protected.

e |P leaks:
Visit ipleak.net — it should show your VPN IP, not your real one.

e DNS leaks:
Visit dnsleaktest.com — run “Extended Test”. Results should show only your VPN’s
DNS servers.

o WebRTC leaks:
Visit BrowserLeaks WebRTC test — your real IP should not appear.

Long-term

e For strong OPSEC, separate activities: Tor for anonymous browsing; VPN for privacy
from ISP but not for full anonymity. Avoid mixing (don’t Tor over VPN unless you
understand tradeoffs).

Here are the tradeoffs for your reference:

Tor over VPN (VPN — Tor)

e You connect to a VPN first, then Tor.
e ISP sees: VPN ftraffic only (not Tor use).
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e VPN provider sees: Your real IP and that you’re using Tor.
e Effect: Hides Tor use from ISP, but shifts trust to VPN provider. Adds latency.

VPN over Tor (Tor — VPN)

You connect to Tor first, then a VPN.

ISP sees: You using Tor.

VPN provider sees: Only the Tor exit node IP (not your real IP).

Effect: Hides your activity from Tor exit nodes, but exposes Tor use to ISP. Rare and
slower.

Verification
e After configuring, run: curl ifconfig.me (in aterminal over the VPN) to see public

IP. Compare to the VPN provider's. Use browser-based leak tests to check for
WebRTC/DNS leaks.
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Account OPSEC & Identity Separation

Basic Introduction

Every account you create online leaves behind identifiers:

Usernames / handles

Email addresses

Linked phone numbers

Recovery options (emails/phones)
Profile pictures or avatars

Even writing style (linguistic fingerprinting)

When these identifiers repeat across platforms, it becomes easy to cross-link identities. For
example:

e |f you reuse the same username for gaming and for a professional forum, someone can
connect the two.

e |f the same recovery email is tied to multiple personas, they’re linked at the provider
level.

This is why username/email reuse is considered a medium-to-high risk: it allows casual
snoopers to connect accounts, and targeted attackers (stalkers, investigators, data brokers)
to build complete identity maps.

Why This Matters

A single reused username can expose your other accounts in a Google search.
A reused email allows data-breach lookups (on HavelBeenPwned, etc.) to show all
linked services.

e If you mix real identity and anonymous persona, the entire anonymity effort collapses.

To maintain privacy and separation, you need a disciplined account management workflow.

Risk: Medium—High (username reuse cross-links identities).

Immediate
e Use unique e-mails for different identities. Use an email aliasing service (e.g.,

SimpleLogin) or dedicated addresses per service.
e Turn on 2FA (prefer hardware security key if possible) on all important accounts.

Short-term
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e Use a password manager (KeePassXC, Bitwarden self-hosted) to generate/store unique
strong passwords.

e Create separate browser profiles for different personas; never log into multiple personas
in the same profile.

Long-term
e Create a core anonymous identity: dedicated email, phone (burner or VolP with privacy),

payment method (privacy-preserving where legal), and keep it separate from real
identity. Use privacy-preserving payment options for services.

Verification
e Check account-recovery phone/email paths in account settings; ensure nothing links to

your main identity.
e Search for username reuse across the web (site: searches).

Notes

e Re-using usernames, profile pictures, or style of writing can link personas. Use different
naming conventions.
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Smartphones - Sensors, Backups, Photo Sync

Basic Introduction

Modern smartphones are deeply integrated with cloud ecosystems (Apple iCloud, Google
Drive, OneDrive, etc.). By default, many devices automatically:

e Back up photos (Google Photos, iCloud Photo Library).
e Store documents, chats, and app data in the cloud.
e Sync across devices tied to your account.

This means that even if you sanitize a file locally (remove EXIF metadata, strip PDFs, etc.), the
original unsanitized version may already exist in the cloud - linked to your real identity.

e Risk is high because:

Cloud accounts are tied to your real name, phone number, or payment details.
Unsanitized versions of sensitive photos/documents may remain in backups,
even if deleted locally.

o Investigators, stalkers, or even cloud providers themselves can re-link data back
to you.

Why This Matters

If your threat model requires strong identity separation, unsanitized data in cloud backups
undermines all other precautions:

e A cleaned photo you share online could still be cross-linked to the unsanitized cloud
version.

e Even revoked permissions (camera location, contacts) don’t affect files that were already
uploaded.

That’s why controlling cloud sync & backups is step one before sanitization.

Risk: High (cloud backups can re-link data to your identity).
Immediate
e Turn off photo auto-backup to cloud (iCloud Photo Library, Google Photos) before
cleaning.

e Turn off Location services for the camera app. On iOS: Settings — Privacy & Security —
Location Services — Camera — Never.

Short-term
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e Export photos to a computer, sanitize, then re-upload sanitized copies if needed. Turn
off automatic backups for sanitized folders.

e Review app permissions and revoke unnecessary ones (microphone, contacts, location).
On Android, use App permissions manager.

Long-term
e Consider a privacy-respecting phone setup (de-google Android variants or minimize

Google account use), and use secure messaging apps (Signal) for sensitive comms.
Use a separate device for sensitive personas if threat model requires.

Verification

e Inspect recent backups for sensitive files; check iCloud/Google Drive web interfaces for
stored photos or files.
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Social Media & Behavior

Basic Introduction

Social media is a high-entropy leak surface because:

e Posts, photos, and comments often contain metadata or contextual clues (location,
routines, pet names, workplace hints).

e Even without metadata, writing style, posting times, and friend networks can be
used to link accounts together.

e Attackers (ad networks, trackers, stalkers, employers, or investigators) can correlate
these signals to deanonymize you.

Risk level: Medium — High, depending on how much you post and whether your accounts are
tied to your real identity.

Why This Matters

A single photo background (street sign, reflection, room interior) can leak location.
Cross-linking happens through username reuse, friends/followers, and overlapping
posting times.

e Even “private” posts may be exposed through data breaches, screenshots, or insider
access.

If your goal is anonymity or strong privacy, your online footprint is often the weakest link -
even more than device/browser leaks.

Risk: Medium—High depending on exposure.
Immediate
e Audit recent posts/photos; remove or archive anything that reveals location/routine or

links multiple identities.
e Make social accounts private and review follower lists.

Short-term

Use privacy-preserving language and avoid posting live location, work schedule, or
unique pet names that could be correlated.

Long-term

e Maintain minimal footprint: reduce follower counts, use throwaway accounts for public
interactions, and never link anonymous accounts to real ones.
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Practical Verification Steps

EXIF: exiftool -G -a -s file.jpg

PDF metadata: exiftool -G -a -s file.pdf

Browser fingerprint: AmIUnique.org / Panopticlick / browserleaks.com
IP / DNS leaks: ipleak.net / dnsleaktest.com

Public IP from terminal: curl ifconfig.me

Ensure WebRTC disabled: visit browserleaks.com/webrtc

A Breakdown of Things-to-Avoid on Social Media

Don’t post pictures from your window or around your locality
o Even small details like a street sign, unique building, or shop board can help
strangers identify exactly where you live.
Don’t share the exact time of your morning jogs or routines
o Predictable patterns can make it easier for stalkers or criminals to track your
movements.
Don’t post instantly when you’re on vacation
o It signals to the world that your home is empty, which increases the risk of
burglary. Post after you return instead.
Don’t tag your current location in real-time
o Whether it's a café, gym, or mall, tagging your live location can expose where
you are at that very moment to potentially unsafe people.
Don’t show your house number, society gate, or nearby landmarks in photos
o These details can be pieced together to pinpoint your home address.
Don’t post your boarding pass, train ticket, or travel schedule
o Barcodes and PNRs can be misused to access your travel details, while dates
tell people exactly when you won’t be home.
Don’t reveal your workplace interior or ID cards in selfies
o Logos, badges, or documents in the background can disclose your employer and
make you a target for phishing or impersonation.
Don’t post photos of expensive new purchases (like gadgets or jewelry) right
away
o It advertises what valuables you own and where they’re located, increasing theft
risk.
Don’t post personal documents or screens (like passports, licenses, bank apps)
o Even blurred parts might leak sensitive numbers that scammers can exploit.
Don’t overshare about close family members (kids, parents, school names)
o This can put them at risk of identity misuse, harassment, or unwanted contact.

24



Checklist

Turn off camera location tagging.

Backup originals offline & encrypted.

Strip EXIF before sharing (exiftool -all=ormagick -strip).
Re-render sensitive images (screenshot — crop — save).
Print-to-PDF then sanitize Office docs.

Use Tor Browser for anonymity-sensitive browsing.

Use a paid audited VPN for ISP privacy (not anonymity).

Disable WebRTC & IPV6 if not needed.

9. Use unique emails per identity (aliasing recommended).

10. Use a password manager + unique passwords.

11. Enable hardware 2FA where possible.

12. Review app permissions on phone; revoke excessive ones.

13. Turn off cloud auto-backup before sanitizing.

14. Test fingerprint before/after hardening.

15. Keep an OPSEC journal: record what actions you took and when.

® NGO WM~
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“Do not do” List

1. Don’t reuse the same username across real and anonymous personas.
2. Don’t assume social platforms strip all metadata.

3. Don't rely on free VPNs for strong privacy.

4. Don’t keep unencrypted originals in cloud backups.

5. Don’t mix Tor and logged-in accounts in the same session.

6. Don’t post live location or future plans publicly.

7. Don'tignore WebRTC/IPv6 leak tests.

8. Don’t use SMS as primary 2FA for high-risk accounts.

9. Don’t neglect to check document metadata before publishing.

10. Don’t publicly respond to harassment - it widens your exposure.
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Templates & Naming Conventions

Takedown request template (for photo removal):

Subject: Please remove my photo: [URL]

Hello,

Please remove the image at [URL] that contains my likeness/personal information. |
did not consent to its publication. Please confirm removal by replying to this
message. Thank you,

[Your minimal contact email - optional]

Privacy-friendly account naming conventions:

For anonymous persona: choose a neutral, non-identifying handle (two-word non-
personal phrase + random digits), e.g., river-pencil-491. Don’t reuse parts of your
real name.
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One-Page Cheat-Sheet

EXIF / Image

e View: exiftool -G -a -s photo.jpg
e Remove all metadata: exiftool -all= photo.jpg
e Re-encode & strip: magick input.jpg -strip -quality 85 output.jpg

PDF / Office

e View PDF metadata: exiftool -G -a -s doc.pdf
e Quick sanitize: Print — Microsoft Print to PDF; exiftool -all= sanitized.pdf
(backup first)

Network / IP

e Public IP (terminal): curl ifconfig.me
e Leak tests: ipleak.net, dnsleaktest.com

Browser Tests

e Fingerprint: AmlUnique.org, Panopticlick (EFF), browserleaks.com

Tools

e exiftool - metadata inspection/removal (robust)

e TImageMagick (magick) - re-encode/resave images
e (qpdf - advanced PDF inspection

e Tor Browser - high anonymity browsing

e KeePassXC/Bitwarden - password managers

e SimplelLogin/AnonAddy - email aliases

28



Practical Small Exercises

1. Pick one photo — run exiftool to view metadata — strip it using exiftool -all=

— verify no GPS tags remain.
2. Create a new browser profile, visit AmIUnique.org before and after installing privacy

extensions - compare fingerprint entropy.
3. Disable camera location, take a new photo, inspect metadata to confirm GPS absent.
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Final Prioritized Action Plan (Immediate / Short-term /
Long-term with rough durations)

e Immediate (30—60 min): Turn off camera location; inspect one photo with exiftool;
strip metadata; disable cloud auto-upload. (30—60 min)

e Short-term (days): Create separate browser profiles; install Tor Browser; set up
password manager; enable 2FA; sanitize most sensitive docs. (2—7 days)

e Long-term (weeks/months): Migrate to privacy-friendly workflows (offline originals, alias
emails, hardened phone settings), periodically audit footprint (reverse image search,
people-search). (weeks—months ongoing)
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Safety & Legal Boundary

None should use the above-mentioned knowledge for any illegal activities including but not
limited to evading law enforcement.

The information provided in this document is strictly for protection of one’s privacy and the
author(s) shall not be held responsible for any illegal steps that a reader might undertake.
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Key Takeaways

e Always inspect before you share: exiftool + re-rendering are your fastest defenses
against image metadata leaks.

e Use separation (different browser profiles, emails, devices) to prevent cross-linking
between identities.

e For strong anonymity, rely on Tor for browsing and keep originals offline & encrypted -
combine technical tools with disciplined behavior.
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